ABSTRACT This paper studies the secure transmit design for a downlink multiple-input-single-output cognitive radio network (CRN) with a practical energy harvesting (EH) model. Due to the open architecture of a CRN, the confidential information intended for the secondary receiver is prone to be eavesdropped by external eavesdroppers (Eves). Specifically, considering imperfect channel state information, our aim is to jointly design the transmit beamforming vector and the power splitting ratio, such that the outage-constrained secrecy rate is maximized under the constraints of total power consumption, secrecy rate outage probability, EH and quality of service requirements. The original problem is not convex and intractable in general, in order to tackle this non-convexity issue, we utilize semidefinite relaxation and Bernstein-type inequality to transform the outage constraints into a deterministic form. We show that the optimal solution can be obtained by alternately optimizing two convex subproblems. Also, we prove that the optimal solution of the relaxed problem will always be rank one. Furthermore, we consider a large deviation inequality (LDI)-based approach to obtain a sub-optimal solution, which can significantly reduce the computational complexity. Finally, simulation results have been provided to demonstrate the performance of our proposed designs.
I. INTRODUCTION
Nowadays, the continuously growing demand for highthroughput services and the increase in the number of wireless users have led to a rapid growth in the data traffic and operational expenditures [1] . This excessive demand in communicating data requires increasing energy consumption, which in turn, results in higher greenhouse gas emission and higher pollution, due to operating the communication infrastructures using fossil fuel [2] . To this regard, energy harvesting (EH) has become more and more important in designing green communication systems [3] . Particularly, the technique of harvesting energy from the radio frequency (RF) signals has attracted a great deal of attention recently, which is able to provide stable and controllable power to prolong the battery lifetime and improve the performance of low-power energy-constrained networks, such as Internet of Things (IoT) and wireless sensor networks (WSNs) [4] .
Recent developments in the field of microelectronic devices have ensured that the EH circuits are capable of harvesting microwatts to milliwatts of power over the range of several meters for a transmit power of 1 W, as well as a carrier frequency of less than 1 GHz, making it possible to develop sustainable wirelessly powered communication systems [2] - [5] . Furthermore, since RF signals can transfer information jointly with energy via the same electromagnetic waves, simultaneous wireless information and power transfer (SWIPT) is investigated when the information receiver (IR) and the energy receiver (ER) are separated in different terminals or co-located in the same terminal [6] .
However, practically most existing researches [7] - [9] and resource allocation algorithm designs for SWIPT systems adhere to an overly simplistic linear EH model for simplification purposes, where the RF-to-direct current (DC) power conversion efficiency is independent of the input RF power [10] . Most recently, by measuring with real RF-EH circuit data, the results obtained in [11] - [14] show that the linear EH model is verified to be inaccurate and not capable of capturing the non-linear behaviors of RF-based EH process. Thus, employing the linear EH model to characterize the endto-end wireless energy transfer (WET) may lead to resource allocation mismatch in practical RF-EH systems [15] .
In addition to the energy issue, the spectrum scarcity problem is another bottleneck for the wireless communication systems due to the explosive increase of communication devices. To address the spectrum scarcity problem, cognitive radio (CR) has evolved as a reliable and effective solution to enhance the spectral efficiency in wireless communications [16] . Specifically, in underlay cognitive radio networks (CRNs), secondary users (SUs) can share the spectrum licensed with primary users (PUs) under the condition that the interference caused by former is tolerable. Hence, CR techniques can lead to the dynamic and more efficient utilization of the available spectrum [17] . In general, there are three main operation paradigms in CR, namely, opportunistic spectrum access (OPA), sensing-based spectrum sharing and spectrum sharing [18] . In this paper, we focus on the spectrum sharing scheme, which is most widely investigated for traditional cellular networks, relay cognitive networks, etc [19] - [21] .
From the green communication perspective, it is envisioned that the combination of CR and EH technologies can simultaneously improve both energy efficiency (EE) and spectrum efficiency (SE) for the fifth generation (5G) wireless communication systems. However, due to the broadcasting nature of CR and the dual function of RF signals, malicious receivers within the cover range can illegitimately access to the spectrum and analyze the signals without being detected, which makes the confidential information transmitted in a CRN with EH vulnerable to eavesdropping. To cope with this threat, an emerging technique termed as physical layer security (PLS) has been proposed to improve the security of the wireless communication systems in recent years [22] - [25] . By exploiting the physical characteristics of wireless channels, such as fading, noise and interference, PLS has great potential to achieve ''perfect secrecy'' and is identified as a significant complement to traditional cryptographic techniques [26] . Due to the theory of PLS, the achievable secrect rate is limited by the channel state information (CSI), and it is worth noting that the aforementioned works [19] - [23] on PLS in CRNs are under the assumption of perfect CSI. However, in practice, this may not be always possible due to the channel estimation and quantization errors, especially for the Eves' channels [24] . Specifically, considering the imperfect CSI condition, the robust secure transmit design was investigated for MISO systems in [27] and [28] , and for multiple-input-multiple-output (MIMO) systems in [29] and [30] , respectively. To the best of the authors' knowledge, a practical non-linear EH model and a corresponding outage-constrained robust transmit design for secure CRNs is still in its infancy.
Motivated by the aforementioned aspects, we investigate the performance of a secure cognitive radio SWIPT network based on a non-linear EH model in this paper. Specifically, by assuming only statistical CSI of the Eves can be attained, we maximize the outage-constrained secrecy rate by jointly designing the beamforming vector and the power splitting (PS) ratio. Due to the non-smooth secrecy rate function and complicated probabilistic constraints, the original robust outage-constrained secrecy rate maximization (OC-SRM) problem is highly non-convex and thus difficult to solve directly. To circumvent this issue, we first apply semidefinite relaxation (SDR) and Bernstein-type inequality (BTI) to convert the original problem into two tractable subproblems, and then propose an alternating optimization (AO) method to obtain the optimal solution. In addition, since the rank relaxation is used to solve this OC-SRM problem, by analyzing the optimal solution conditions of the equivalent problem, we demonstrate that the SDR is actually tight and the optimal rank-one solution can be obtained, which implies the optimality of transmit beamforming. Furthermore, we propose a suboptimal resource allocation scheme by utilizing large deviation inequality (LDI), which provides an excellent system performance at low computational complexity. Finally, simulation results are given to illustrate the effectiveness and advantage of the proposed designs. The main contributions of this work are summarized as follows.
1) Consider practical non-linear EH model and imperfect CSI scenario, the formulated OC-SRM problem is shown to be non-convex, which cannot be solved directly. With the aid of BTI approach, the optimization problem with the outage constraints is thus converted into a problem with deterministic form and becomes primal decomposable. Based on the SDR method and AO technique, we propose a novel algorithm to find the optima by alternately solving two convex subproblems. Moreover, the tightness of the SDR is verified by showing that the optimal solution is rank-one. 2) To reduce computational complexity, we consider a LDI-based approximation to deal with probability constraints, and a suboptimal resource allocation scheme is investigated. Simulation results demonstrate that a performance gain can be obtained by using our proposed designs compared with the existing methods. The rest of this paper is organized as follows: In Section II, the system model and the OC-SRM problem are presented. The BTI-and LDI-based robust transmit designs are proposed in Section III. Section IV provides simulation results to evaluate the proposed schemes and finally conclusions are addressed in Section V.
Notations: Throughout this paper, we use the upper and lower case boldface letters for matrices and vectors, 
II. SYSTEM MODEL AND PROBLEM STATEMENT
A. SYSTEM MODEL Suppose a downlink MISO CRN scenario, in which a multi-antenna ST intends to send confidential information to a legitimate receiver in the presence of multiple eavesdroppers (Eves). In this network, we consider the non-colluding case that the Eves are uncooperative and they are independent with each other. It is assumed that the ST is equipped with N t antennas while the SR, PR and each Eve only have single antenna. In addition, all channels are in a slow frequency-flat fading environment, and the channel coefficients between the ST and the PR, the SR and the k-th Eve are denoted by h p , h s , and g e,k , respectively. Then the received signals at the SR and the k-th Eve can be written as
where K {1, 2, 3, ..., K }; w ∈ C N t ×1 denotes the corresponding precoding beamforming vector; s with E{|s| 2 } = 1 is the confidential information-bearing signal intended for SR; n s ∼ CN (0, σ 2 s ) and n e,k ∼ CN (0, σ 2 e,k ) denote the additive white Gaussian noise (AWGN) by the receive antenna at the SR and the k-th Eve, respectively. Specifically, the SR exploits the PS scheme to perform information decoding (ID) and EH simultaneously, by denoting ρ as the PS ratio, the received signal at the ID circuit of the SR can be derived as
where n p ∼ CN (0, σ 2 p ) is the additional Gaussian noise introduced by the ID process at the SR.
According to the notion of information-theoretic security, the achievable secrecy rate can be expressed as
with
On the other hand, the received RF power at the SR is expressed as
As mentioned in Section 1, previous researches on wireless energy transfer (WET) are typically modelled based on an overly simplistic linear EH model, wherein the energy conversion efficiency is independent of the input power. Particularly, the total harvested energy at the SR, denoted by E l s , can be given as
where η ∈ (0, 1] is a constant that denotes the energy conversion efficiency. However, recent works [11] - [13] verified that, in practice, a non-linear parametric EH model is more accurate to describe the characteristics of EH circuits, which captures the dynamics of the RF energy conversion efficiency for different input power levels . According to the non-linear EH model given by [11] , the harvested energy at SR, E nl s , is modelled as
where
is the traditional logistic function with respect to the received RF power P s ; M denotes the maximum harvested energy when the EH circuit saturates; a and b are parameters that describe the joint effects of various non-linear phenomena caused by hardware limitation [12] .
B. OUTAGE CONSTRAINED SECRECY RATE MAXIMIZATION
Since the Eves may be passive in this CRN, it is difficult to obtain perfect CSI between the ST and each Eve due to the existence of channel estimation and quantization errors. Hence, we assume a practical scenario that the ST has perfect CSI of the SR but only imperfect CSI for the Eves' channels. In practice, an outage constrained robust method is more flexible where CSI errors are modeled as random variables. In the considered channel case, similar to [31] - [32] , the actual channel of each Eve, g e,k , can be modelled as follows
where g e,k is estimated CSI of the k-th ER; g e,k ∼ CN (0, C e,k ) is the corresponding channel error, and C e,k is the associated channel error covariance matrix. In addition, the channels of the ERs are independent from each other. Based on the aforementioned system assumptions, the OC-SRM problem can be mathematically formulated as follows max
where R s is the target secrecy rate; δ represents the maximal outage probability of the secrecy rate, which indicates the probability that the achieved secrecy rate is less than the target rate R s due to random CSI uncertainty; γ is the harvested energy threshold at the SR; denotes tolerable interference power at the PR; P represents the power budget at the transmitter. Note that the problem (10) is non-convex and thus difficult to be solved directly. To circumvent this issue, our strategy is to pursue convex restriction approaches, also known as safe tractable approximations, to deal with the non-convex constraints in the following section.
III. PROPOSED ROBUST OC-SRM PROBLEM DESIGN A. ROBUST TRANSMIT DESIGN WITH BTI-BASED APPROACH
In this section, we develop an alternating optimization (AO) algorithm for the OC-SRM problem with BTI-based approximation scheme. To begin, by noting the independence between the Eves' channels, the probabilistic constraint (10b) can be decoupled as
where δ = 1 − (1 − δ) 1/K . Physically, the last inequality in (11) can be seen as a SR to per-Eve secrecy outage probability [30] .
Nextly we transform the secrecy rate function into a more tractable form by introducing Proposition 1.
Proposition 1 [33] : Let a ∈ R 1×1 be a positive scalar a > 0. Consider a function f (a, b) = −ab + Ina + 1, then we have
and the optimal a to the right-hand side of (12) is a = 1 b , which can be proven by using the first-order optimality condition. By invoking Proposition 1 and defining t = 1 ρ , the achievable secrecy rate of the SR can be reformulated as follows:
where ϕ and s k are the auxiliary variables. Substituting (13) into (11), we can obtain
Note that the challenge of solving the problem in (10) lies in the probabilistic constraint (10b), which does not have closed-form expression. To proceed, we first defining W = ww H and drop the rank one constraint. Then, we exploit an approximation approach to transform (10b) into the deterministic constraints by employing BTI.
Lemma 1 [34] (BTI): Consider the chance constraint
where (A, r, θ) ∈ R N ×C N ×R, x ∼ CN (0, I) and α ∈ (0, 1]. With any slack variables ψ and ω, the following implication holds:
Applying Lemma 1 on (16), the probabilistic constraint can be rewritten by the following set of inequalities:
where w k and s k are slack variables. Then, problem (10) can be equivalently recast as max W,R s ,t,ϕ,
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Nevertheless, the equivalent OC-SRM problem is still non-convex due to the coupled optimization variables. Fortunately, it is observed that the resulting problem in (21) becomes primal decomposable, it is feasible to provide a desirable formulation for AO algorithm since when fixing either (ϕ, {s k } K k=1 ) or (W, t), the subproblems, say, BTI P1 and BTI P2, are convex with respect to (w.r.t.) the remain variables. Specifically, by fixing (ϕ, {s k } K k=1 ), we first reduce the problem (21) to a convex optimization subproblem in (24) , as shown at the top of next page. Then, following a similar way, with (W, t) fixed, the same operation can be considered to optimize other variables in (25) .
The entire AO process for solving problem (21) is presented in Algorithm 1, in which denotes the stopping criterion, namely the accuracy requirement. Meanwhile, each subproblem can be efficiently solved by applying the convex programming tool CVX [35] . (21) 1: Initialization: n = 1, ϕ 0 = s
Algorithm 1 AO Algorithm for Problem
, choose a feasible solution (W (1) , t (1) ) for problem (21) , set P, h, g e,k , C e,k , γ , and δ; 2: repeat 3: i) Fix ϕ = ϕ (n−1) and s k = s (24); 4: ii) Fix W = W (n−1) and t = t (n−1) , get
via solving (25); 5: iii) Update n = n + 1;
7: Return W , t and R s .
Once the optimal (W , t ) is obtained, one can use the eigenvalue decomposition of W to get the corresponding beamforming vector w and the PS ratio is given by ρ = 1/t . Since we have ignored the rank-one constraint, one may wonder whether the SDR is tight. In fact, we have the following proposition.
Proposition 2: Provided that problem (21) is feasible, we will find that the optimal W satisfies Rank(W ) = 1, in other words, the SDR is tight and the global optimal solution to the primal problem can be guaranteed.
Proof: Please refer to Appendix.
B. ROBUST TRANSMIT DESIGN WITH LDI-BASED APPROACH
In the previous section, we have obtained an optimal solution to the OC-SRM problem with BTI-based safe approximation. However, the high computational complexity may lead to the difficulties of applying on real-time systems. To circumvent this issue, we consider to employ a LDI-based approximation approach to deal with the probability constraints. The LDI approach is described in the following lemma.
Lemma 2 [36] (LDI):
Clearly, the LDI is convex with the variables {A, r, β}. In order to make it more tractable, we define the following variables to handle the probabilistic constraints: (28) wherein v can be obtained from the following equation:
with v > 1/ Moreover, based on (26), if we choose β k = 2 −In(δ)τ k for the interval 2 −In(δ)τ k , 2vvτ k , it is obvious that the chance constraint in (16) will always be satisfied. On the other hand, once β k ≥ 2vvτ k = 2 −In(δ)τ k , we can derive (30) which essentially indicates that (16) is also satisfied, and thus the secrecy probabilistic constraint can be reexpressed as
Furthermore, based on the definition in (28), we can equivalently derive the following series of second-order cone (SOC) constraints:
where d k and q k are slack variables. The original problem in (10) is reformulated by max W,R s ,t,ϕ,
However, the problem (33) is still not jointly convex for all variables. Similar to the case by using BTI, we decouple the resulting problem into two convex subproblems, LDI P1 and LDI P2, through a judicious reformulation. Hence, an iterative algorithm based on AO also can be employed to solve this problem, which is summarized as Algorithm 2. The reformulated problems (34) and (35), as shown at the bottom of the next page, are convex thus can be efficiently solved by using the software CVX, and the AO algorithm process will stop when the returned objective value achieves the predefined accuracy.
Proposition 3: The optimal solution of problem (33) must be of rank one.
Proof: The optimal solution can be proved to be rank-one in a way similar to Proposition 2. For brevity, we omit the detailed proof in this paper.
C. COMPLEXITY ANALYSIS
In this subsection, we mathematically characterize the computational complexity of our proposed algorithms. Via a similar way in [37] and [38] , by using the interior-point method [39] , the complexity for an -optimal solution to the subproblem BTI P1 is on the order of In (1/ ) √ φς, where
Algorithm 2 AO Algorithm for Problem (33) 1: Initialization: n = 1, = 10 −3 , set W (1) , t (1) for (33e)-(33f); 2: repeat 3: i) Fix (W,t) = W (n−1) , t (n−1) , solve (35) 
iii) Update n = n + 1;
+ n 3 , and n = O(N 2 t ). Besides, the complexity for an -optimal solution to the subproblem BTI P2 is on the order of In (1/ ) √ φς, where
On the other hand, by using the interior-point method, the complexity for an -optimal solution to the subproblem LDI P1 is on the order of In (1/ ) √ φς, where φ = 5K + 4,
+ n 3 , and n = O(N 2 t ). Besides, the complexity for an -optimal solution to the subproblem LDI P2 is on the order of In (1/ ) √ φς, where 3 . we would like to comment that the BTI-based approach has higher computational complexity than the LDI-based approach as the former involves a more compound mixture of different types of constraints. However, the BTI method can achieve better safety performance, which is demonstrated by simulation analysis in the next section. VOLUME 6, 2018
IV. SIMULATION RESULTS
In this section, we provide some numerical results to testify the availability of our proposed scheme. Unless otherwise specified, the simulation settings are assumed as follows:
Besides, the entries of channel responses h p , h s and g e,k are randomly generated by CN (0, 10 −2 ), and the uncertainty level of CSI is C e,k = ε 2 I, where ε = 10 −3 denotes the channel uncertainty variance. Regarding the non-linear EH model parameters, we adopt M = 24 mW, a = 160 and b = 0.014. Moreover, it is assumed that the convergence tolerance is set to be 10 −3 .
In addition, to highlight the superiority of our proposed schemes, we also compare the performances of our designs with the following three methods: 1) the AO scheme with perfect CSI, which can be seen as a benchmark of the robust design; 2) the fixed PS ratio scheme, e.g., setting a fixed PS ratio ρ = 0.5 by only optimizing W; 3) the null space beamforming (BF) scheme , e.g., choosing the BF vector to lie in the null space of the estimated Eves' channel. For convenience, these methods together with our proposed schemes are labeled as ''Proposed BTI-based design'', ''Proposed LDI-based design'', ''AO in perfect CSI'', ''Fixed PS ratio'' and ''Null space BF'', respectively.
Firstly, we evaluate the convergence behavior of our proposed schemes, and the channel 1 to 4 represent four examples of convergence behavior with random channel realizations. Fig. 1 and Fig. 2 show the convergence performance of the proposed BTI-and LDI-based design, respectively. From the simulation results, we can see that the proposed AO algorithm for all approaches increases monotonically and the convergence can be achieved with a limited number of iterations. Secondly, we examine the achieved outage secrecy rate versus the transmit power allowance P in Fig. 3 . For fair comparison, the performance of BTI-based design under a linear EH model is additionally presented, which is labeled as ''Linear EH model design''. As can be observed, the secrecy rate of all considered methods increases with the increment of the transmit power. Specifically, the secrecy rates provided by the BTI-and LDI-based design have a significantly improvement compared with the fixed PS ratio and null space BF methods, meanwhile, the BTI-based design yields slightly better performance than the LDI-based design and linear EH model design. As expected, the secrecy rate performance of the AO scheme with perfect CSI is the best amongst the considered methods, while the null space BF is the worst scheme due to the limited degree of freedom. In addition, in the low-power range, we find that the performance gap between the proposed robust design and the AO scheme with
LDI P2 : max R s ,ϕ, perfect CSI is negligible, which implies that the safe approximation is accuracy for small transmit power P. However, in the high-power range, the performance gap between our designs and the perfect CSI case is larger with the increased transmit power, this is because that the adverse effect of the CSI uncertainties would scale up with the growth of P, that is to say, the large P is, the more negative influence by the CSI uncertainties. Thirdly, Fig. 4 depicts the effect of the Eves' CSI uncertainty ε on the outage secrecy rate for different resource allocation schemes. We can check that the achieved outage secrecy rate of all approaches decreases with the increasing of ε, except the perfect CSI case. In addition, our proposed robust algorithms based on AO technique outperform the other two conventional methods under any CSI uncertainty level. Specially, the secrecy rate performance of null space BF method is the worst, and it can be seen from the plots that optimizing the PS ratio is important in OC-SRM problem. The simulation result suggests that in PLS design, acquiring perfect CSI of the Eves is helpful to improve security performance.
Furthermore, Fig. 5 shows the achieved outage secrecy rate versus the secrecy outage probability. It is seen that, the larger the secrecy outage probability, the larger the achieved outage secrecy rate. Meanwhile, both of our proposed schemes significantly outperform the null space BF method.
Lastly, Fig. 6 shows the relationship between the achieved outage secrecy rate and the number of Eves. The general trend is that the achieved outage secrecy rate decreases with the increasing of the number of Eves. This can be explained by the fact that the robust secure beamforming is required to be designed to guarantee the outage secrecy rate of the SR, which is susceptible to the number of the Eves. Moreover, when the number of Eves is larger than 4, the OC-SRM optimization problem by employing null space BF method is infeasible. The reason is that null space BF scheme is sensitive to the number of all receive antennas.
V. CONCLUSION
This work investigated the OC-SRM problem in a secure CRN with practical energy harvesting. Under the imperfect CSI assumption, by applying SDR techniques, we propose a BTI-based method to obtain a safe approximated solution which can be computed by alternately solving two convex subproblems. In addition, we find that the rank-one optimal transmit BF is achievable. Furthermore, we have proposed a less computational complexity LDI-based suboptimal solution, which can significantly reduce the computational time and achieve the similar performance of the optimal solution. Simulation results have been provided to demonstrate the performance of our proposed algorithms. Note that artificial noise is an effective method to improve security and energy harvesting since it can interference the Eves as well as act as an energy beam for the SR, and we will try to improve our method to incorporate artificial noise in our future work.
APPENDIX
Suppose that in each iteration process of the proposed AO algorithm, the OC-SRM problem in (21) can be solved with the optimal (W (n) , t (n) ). Then, we consider the following outage-constrained power minimization problem, i.e., 
where (ϕ (n) , s
s ) becomes given values in problem (36) , and (20b) can be equivalently rewritten without W [8] . In this proof, the derivation is omitted for brevity. By following the similar way as in [13] , one can easily verify that every feasible solution to (36) is optimal for (21) . Hence, it suffices to prove that the optimal W to problem (36) is of rank one.
To prove the rank-one optimality of problem (36), we consider the following partial Lagrangian dual function. 
